Mamsarka 1ig o0yvyarmuxcs 00 UHGOPMALMOHHON 0€30MACHOCTH AeTel

HEJIb3A1

1. BceM moApsia coo0IIaTh CBOIO YaCTHYIO HH(opMaluio (HacTosuye uMs, GaMuinio,
TenedoH,

azpec, HOMEep ILIKOJIbI, a Takxke (HoTorpaduu CBOU, CBOCH CEMbU U JIpy3ei)

2. OTKpBIBaTh BJIOKEHHBIE (DaiiiIbl JIEKTPOHHON MOYTHI, KOTJa HE 3HAEUIb OTIIPABUTENS

3. rpyOuTh, NPUANPATHCS, OKA3bIBATh JaBICHUE — BECTU Ce0s HEBEXIIMBO U arpeCCUBHO

4. He pacriopsiKalicsl IeHbraMu TBOel ceMbH 0€3 pa3pelleHus CTapUINX — BCEera crpalinBan
POIUTENEN.

5. He BcTpeyalics ¢ IHTepHeT- 3HaKOMBIMU B PEaJIbHOM JKU3HU - IIOCOBETYUCS CO B3POCIIBIM,
KOTOPOMY JI0OBEPSEIIb

OCTOPOXHO

1. He Bce nuinyT npasay. Yuraems o cedbe Henpasay B MuTepHeTe — coob1mu 06 3ToM
CBOUM

POAUTEINSIM WU ONIEKYHAM.
2. MpUTJIAIIAOT IEPENUCHIBATHCS, UTPAaTh, 0OOMEHUBATHCS — POBEPH, HET JIM MOJIBOXA
3. He3aKOHHOE KonupoBaHue (aityioB B UHTEepHETE - BOPOBCTBO

4. Bcerja pacckas3biBail B3pOCIIbIM 0 IPoOJIeMax B CETH — OHU BCETla IOMOTYT.

5. uCnoyib3yil HACTPOMKK OE30MACHOCTH U MPUBATHOCTH, YTOOBI HE IOTEPATHh CBOU aKKAYHTHI
B COLICETAX U IPYTUX NOpTanax.

MOXHO

1. YBaxait gpyrux noJib3oBarenei

2. ITonw3yembesa MHTEpHET-UCTOYHUKOM — J€al CChUIKY Ha HETO
3. OTKpBIBal TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH

4. O0maThCs 32 MOMOILBIO B3POCIBIM — POAUTENN, ONIEKYHBI U aIMUHUCTPALUS CAUTOB
BCET1a IOMOT'YT.

5. Ipoiinu obydyenue Ha caitte «CeTeBUYOK» U MOJIYYH MACTIOPT MUGPOBOTO rpask1aHuHA!



NudopmannonHas naMaTKa

IJIsE 00Yy4YAKOUIMXCH IJIA pa3MeleHust HHGopMAanuu HA 0(PpUIUATBHBIX
HNuTtepHer-pecypcax

C KaXIbIM TOJOM MOJIOJIC)KU B MHTEPHETE CTAHOBUTHCA OOJIbIIIE, a MIKOJbHUKUA OJHHU W3
CaMbIX aKTMBHBIX IOJib30Barened PyHera. Mexnay TeM, TOMHMO OrpOMHOrO KOJIMYECTBA
BO3MOXHOCTEH, MHTEPHET HECET W MpoOJieMbl. DTa MaMATKa JOJDKHA TOMOYh Tehe
0€301acHO HaXOIUTHCS B CETH.

KomnbrorepHbie BUPYChI
KoMmbroTepHblil BUPYC — 3TO PA3HOBUIHOCTH KOMIIBIOTEPHBIX MIPOTrpamMM, OTIUYUTEIIbHON

0COOCHHOCTBIO KOTOpOﬁ SIBJIIETCS. CIIOCOOHOCTH K Pa3MHOKCHHIO. B AOIIOJIHCHUC K OTOMY,
BHUPYCbBI MOTYT IOBpCIAUTL WK IIOJHOCTBIO YHHYTOXUTHL BCC q)aﬁﬂbl N JaHHBIC,
IIOAKOHTPOJIBHBIC I10JIB30BATCIII0, OT KHMCHH KOTOPOI'O ObL1a 3allylcHa 3apa>I<éHHa;1

nporpamMma, a Takke MOBPEIUTh WIH Ja)Ke YHUUTOXKHUThH ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aiinamu B 1ienoM. B OosbIIMHCTBE ClTy4aeB pacpOCTPAHSIOTCS BUPYCHl Yepe3 UHTEPHET.

MCTOI[I)I 3aIlIMTHBI OT BPE€AOHOCHBIX IpOrpamMm:

1. HWcnons3yld COBpPEMEHHBIE OIEPALlMOHHBIE CUCTEMBI, HWMEIOIINE CEPBE3HBIM YpPOBEHB
3alUThl OT BPEIOHOCHBIX IIPOIPaMM;

2. TlocrosiHHO ycTaHaBnMBail Ha maTyd (LUUQPPOBBIE 3aIIaTKH, KOTOPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPa0OTKM NPOrpaMmbl) MU JApyrue OOHOBJIEHHUS CBOEU
ornepanroHHON cuctembl. CKaunMBail UX TOJNBKO C opuIMaIbHOrO caita pazpadorunka OC.
Ecnu cyniecTByeT pexxuM aBTOMaTHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPC IO IIpaBaMU IIOJIb30BATCIIA, 4 HC aIMUHUCTpPATOpPA. 210
HC IIO3BOJIUT 60J'II)H_II/IHCTBy BPCAOHOCHBIX IIpOrpaMM HHCTAUIMPOBATHCA HaAa TBOCM
IICPCOHAIIBHOM KOMIIBIOTCPC,

4. Mcionb3yi aHTUBUPYCHBIE TIPOTPAMMHBIE TPOAYKThI M3BECTHBIX ITPOU3BOAUTEINEH, C
aBTOMAaTHYECKHUM OOHOBJICHHUEM 0as3;

5. Orpanunup (HU3HUECKU JOCTYH K KOMIIBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Mcnonp3yit BHEIIHKUE HOCUTENHN HH(OpMaInK, Takue Kak (remika, TucK win (aiin u3
MHTEPHETA, TOJIKO U3 MPOBEPEHHBIX UICTOYHHUKOB,

7. He oTkpbIBaii KOMIBIOTEPHBIC (haiiyibl, MOJYyYSHHBIEC U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxe
Te (haiipl, KOTOPBIE TIPHUCIIA TBOM 3HaKOMBIU. Jlydllle yTouHU y HETO, OTIIPABJIsI iU OH TeOe
UX.



Cern WI-FI

Wi-Fi - 310 He B nepenayu TaHHbIX, HE TEXHOJIOTHs, a BCEro JIUib OpeHy, Mapka. Eie B
1991 rony Hunepnanackas kommnanus 3apeructpuponana opens « WECA», uro o6o3Ha4ao
cnoBocoueranne «Wireless Fidelity», KoTopbiii mepeBOauTCS Kak «OecrpoBOgHAS
TOYHOCTBHY». Jl0 Halllero BpeMeHu Jo1uia apyras abOpeBuaTypa, KoTopas SBIISIETCS TAKOU e
TexHonorue. Ito ab6pesmarypa «Wi-Fi». Takoe HazBanue OBLJIO JaHO C HAMEKOM Ha
CTaHAapT BbICIIMK 3BykoBoM TexHukun Hi-Fi, 4To B mnepeBoje o03Ha4aeT «BbICOKAs
TOYHOCTHY». Jla, OecrulaTHBIH WMHTEPHET-IOCTYN B Kade, OTeNsX U a’ponoprax SBISETCS
OTJIMYHOM BO3MOXHOCTBHIO BBIXOJa B HHTepHET. HO MHOrme sKCHepThl CYUTAIOT, YTO
obmenoctynubie Wi-Fi cetn He SBISIOTCS OS301IaCHBIMH.

CoBetnl 10 0€301aCHOCTH padoTe B 001eA0CTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nnuHyto uHpopmaiuio yepes oduenocrynusie Wi-Fi cetu. PaboTas
B HUX, JKEJIATEJIbHO HE BBOJUTH MAPOJIU AOCTYIIA, JOTHHBI U KaKHe-TO HOMEPa;

2. Ucnonb3yit u 0OHOBJISIH aHTUBUPYCHBIE TPOrpaMMbl U OpanaMayep. Tem cambIM Thl
o0e3omnacuiib cedst OT 3aKaYKu BUpYCa Ha TBOE YCTPOWCTBO;

3. Ilpu wucnons3oBanmu Wi-Fi otkmoun Qyskiuio «OO0mmii goctyn kK (daitiaMm u
MIPUHTEPAMY.

JanHas QyHKLIHS 3aKpbITa 110 YMOJYAHUIO, OJJHAKO HEKOTOPBIE MOJIb30BATENU aKTUBUPYIOT
e€ 111 ynoOCTBa UCIIOJIb30BaHUs B paboTe WK y4eoe;

4. He ucnonb3yii my6nuunbii WI-FI my1s mepenaum TU4HBIX JaHHBIX, HAIPUMED JIJIST BBIXOJIA
B COLIMAJIbHBIC CETH MJIM B DJIEKTPOHHYIO ITOYTY;

5. Hcnonp3yit Topko 3amuiieHHoe coequaenue uepe3 HTTPS, a ne HTTP, T.e. mpu HabGope
BeO-aapeca BBOIM UMEHHO «https://»;

6. B MmoOunsHOM Tenedone otkmoun pynknuro «lloakmouenne k Wi-Fi aBromatnueckm.
He nmomyckaii aBTOMaTHYEeCKOTO TMOJKIIOUYEHUS ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero
COTJIACHSA.

ConmnajbHbIe CeTH

ConuanbHble CETH aKTUBHO BXOJST B Hally >KM3Hb, MHOTHE JIIOJU pabOTAIOT U KUBYT TaMm
MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJUIAAP YEIIOBEK, UYTO SBISETCS OJIHON
CeIbMOM BCEX KUTENEH IIaHeThl. MHOTHE MOJIb30BATENHM HE MMOHUMAIOT, YTO WHMOpMaIus,
pa3MenieHHas UMH B COIMAJbHBIX CETSIX, MOXET OBITh HailJieHa W KCIOJIb30BaHA KEeM
YTOJHO, B TOM YHCIIC HE 00S3aTENHHO ¢ OJIATUMU HAMEPEHUSIMH.

OcHoBHbIE COBETHI 110 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. Orpanuyb cucoK Jipy3eit. Y 1e0s B IPY3bsAX HE TOJDKHO OBITh CITyYalHBIX U HE3HAKOMBIX



JIIOJICH;

2. 3amuinai cBOr 4acTHYIO )KU3Hb. He yka3biBaii maposu, TenedoHsl, ajpeca, 1aTy TBOETo
POXKICHUS U APYTYIO JTUYHYIO HHPOpMAIUIO. 3110YMBIIUICHHUKH MOTYT HUCIIOJIB30BaTh JaXe
MH(pOpPMAIIMIO O TOM, KaK Thl U TBOM POJUTEIH TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amuiiail CBOIO peIyTaIuio - ACPKU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTeN OBI THI,
9TOOBI JIPyTHE TOJIb30BATEIIM BHUICTH, YTO ThI 3arpykaenis? [lomymaii, mpexae 4emM 4To-To
onmyOJMKOBaTh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJI3YH CBOE PEATIBHOE UMS U
JPYTYIO TNYHYIO HHGOPMAIIIH: UMS, MECTO KUTEIHCTBA, MECTO Y4eObI U MpOYEe;

5. U3beraii pasmemenus ¢gororpaduii B UntepHeTe, T11e Thl M300pa)kKeH Ha MECTHOCTH, IO
KOTOPOH MOKHO OTIPEIETUTh TBOE MECTOIOJIOKEHUE;

6. HpI/I perucrpanuu B COIIMAJIbHOM CETH H€O6XOILI/IMO HCIIOJIB30BATh CJIIOJKHBIC IIapOJIn,
COCTOAIIHUC U3 6YKB 151 III/I(bp 1 C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. s couuanabHOM CETHU, MOYTHI M JIPYTUX CAMTOB HEOOXOAMMO HCIOJIb30BATh Pa3HbIE
naponu. Torga eciu TeOs B3JIOMAIOT, TO 3JIOYMBINUIEHHUKH MOJIY4YaT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

BJIeKTpOHHbIe JACHbI'N

DNEeKTpOHHBIE JIEHBIM — 3TO OYEHb YJOOHBIM CIOCOO IJIATEXEH, OJHAKO CYIIECTBYIOT
MOIIEHHUKHU, KOTOPbIE XOTAT MOJY4YUTh 3TU JEHBIH.

SHCKTPOHHBIG ACHBI'N IIOABHJIIMCh COBCEM HCAABHO W HMMCHHO H3-3a 3TOrO BO MHOTI'HMX
rocyaapCrBax a0 CUX IMOp HEC IMPOIHCAHO IIPO HUX B 3aKOHAx.

B Poccun e oHM QYHKIMOHUPYIOT U O HUX YK€ IMPOMHUCAHO B 3aKOHE, 1€ UX Pa3/IeisaoT Ha

HECKOJIBKO BHJIOB — AHOHMMHBIE U HE aHOHUMHBIE. PasHuIIa B TOM, YTO aHOHUMHBIE - JTO T€,
B KOTOPBIX pa3peniaeTcsi MpOBOJIUTH Olepanuu 0e3 MIACHTU(PUKAUWU M0JIb30BaTENs, & B HE
AHOHMMHBIX UACHTU(UKAIINH TTOJIb30BATENS SIBISIETCS 00s13aTENbHOIA.

Takxe cienyer pasauyarbh 3JIEKTPOHHbIE (UATHBIE JEHbIM (PaBHBI TOCYJIAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIE HE(PUATHBIE IEHbIM (HE paBHBI TOCYAAPCTBEHHBIM BAJIFOTAM).

OcHOBHBIE COBETHI IO 0€301acHON pabOTe C IMEKTPOHHBIMU JICHbraMU:
1. [IpuBsxu K cueTy MOOMIIBHBIN TenedoH. ITO caMblidl yIOOHBIN U OBICTPHIN CIOCOO

BOCCTaHOBUTh JOCTYN K cueTy. [IpuBsizaHHbIil TenedoH MOMOXKET, eciiu 3alynelb CBON
TUTATEeKHBIN NapoJib WK 3aii/Ielllb Ha CAalT C HE3HAKOMOI'0 YCTPOUCTBA;



2. Ucnonw3yit ogHopaszoBsie maponu. [locne mepexoma Ha yCHICHHYIO aBTOPH3AIUI0 TeOe
y&Ke He OyJIeT yrpoKaTh OMACHOCTh KPaXH WJIU NIepexBaTa IIaTeKHOrO MapoJs;

3. BoiGepu cnoxxubiii apodib. [IpectynHukam OyaeT He MPOCTO yraiaTh CI0KHBIN apoJb.

Hanexubie maposin — 3TO Mapoiid, KOTOpbIE COAepkKaT HE MEHee 8§ 3HAKOB M BKIIIOYAIOT B
ceOst CTpOYHBIE W TPOIMHUCHBIE OYKBBI, U(MPHI U HECKOJBKO CHMBOJIOB, TaKHME KaK 3HAK
nosutapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBO/1M CBOM JIMYHBIE JAHHBIC HA CAaliTaX, KOTOPHIM HE JOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DNeKTpoHHAs MoYTa — 3TO TEXHOJOTHSI U MPEAOCTaBIIAEMbIE €10 YCIYTH IO MEPEChUIKE U
MOJIYYEHHIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paCPEACIIAIOTCS B KOMIIBIOTEPHON CETH.

OOBIYHO JEKTPOHHBINA MOYTOBBIN SUIUK BBITIAINAT CIEAYIOIKUM 00pa3oM:
UMs_I10JIb30BATENSI(@UMS_TOMEHA.

Taxxe kpome nepegaun NPOCTOro TEKCTa, UMEETCS BOZMOXKHOCTh MepeiaBaTh (ailiibl.
OCHOBHBIE COBETHI 110 0€3011aCHOM pabOTE C INEKTPOHHON MTOYTOM:

1. Hago BeIOpaTh NpaBUIIbHBINA TOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD

OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOTO 3HACIIb U KTO MEPBbII
B PEUTHUHTE;

2. He yka3piBail B TMYHOM NOYTe TUUHYIO nHpopManuto. Hanpumep, myudrie BeIOpaTh
«My3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «temal3»;

3. Ucnionb3yil ABYX3TalHYI0 aBTOPHU3ALUIO. DTO KOI'/Ia [IOMUMO HapoJisi HYy’)KHO BBOAUTH KO,
npuchlIaeMbiil mo SMS;

4. BeiObepu cloxHBIM Taposib. JIJs KaXXI0ro MOYTOBOTO SIIWMKAa JOMKEH OBITh CBOM
HAJICKHBI, YCTOMYUBBIN K B3JIOMY NapOJIb;

5. Ecim ecTb BO3MOXKHOCTb HAIlMCaTb CaMOMY CBOM JIMYHBIA BOIPOC, MCIOJIB3YH 3Ty
BO3MOKHOCTb;

6. HMcnosb3yil HECKOJIBKO TIOYTOBBIX SIIMKOB. lIepBbI JuIsi 4YAaCTHOM NEPENMUCKH C
azpecaTaMiy, KOTOPBIM Thl JOBEPSENIb. DTO ANEKTPOHHBIN aIpec HE HAJI0 UCIOJIb30BATh IIPU
perucTpanuy Ha popymax U cairax;

7. He otkpsiBail (ailsibl U Apyrue BIOKEHUS B MUChbMAX Ja)Xe €CIM OHU MPUIILIA OT TBOUX
npy3seit. Jlydie yTouHM y HUX, OTIPABIISUIA JIU OHU TeOe 3TH (ailibl;



8. Ilocie okoHuaHus1 pabOTHI HA MOYTOBOM CEpPBHUCE MEepe] 3aKPhITHEM BKJIAJKU C CAUTOM HE
3a0y1b HOXKaTh Ha « BRIMTHY.

Kun0epOyniiMHI WM BUPTyaibHOE U31eBaTeJIbCTBO

KubepOynuHr — npecienoBaHue coOOIEHUIMH, COACPKAITUMU OCKOPOIEHUS, arpECCHI0,

3aIIYI'MBAHUC, XYJIIMI'AHCTBO, COLIMAJIbHOC 60ﬁKOTHpOBaHHe C MIOMOMIbIO PA3JIMYHBIX
HHTCPHCT-CCPBUCOB.

OcHoBHBIE cOBETHI 0 00pbHOE ¢ KHOEPOYITMHIOM:

1. He Opocatics B 60ii. JIyummii crioco0: mocoBeToBaThCs Kak ceOsi BECTH U, €CIIM HET TOT0, K
KOMY MOXHO OOpaTUThCS, TO BHAuaje YCIOKOUThCA. Eciam Thl HavHemb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHHMS, TO TOJIBKO €IIe OOJIbIIIe Pa30XiKellb KOH(PIUKT;

2. Yupasnsiii cBoel kuOeppernyTauei;

3. AHOHHUMHOCTH B CETH MHHMas. CYHICCTBYIOT CITOCOOBI BBIAAICHUTHL, KTO CTOHT 3a
AHOHMMHBIM aKKayYHTOM;

4. He crouT BecTu XyJauranckui o0pa3 BUpTyabHOU ®U3HU. UHTEpHET PUKCUPYET BCE TBOU
JEUCTBUS U COXpAHSIET UX. Y IalUTh UX OyAET KpaliHe 3aTPyIHUTEIBHO;

5. CoOmroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. Urnopupyii ennHUYHBIN Heratus. OJHOpa30Bble OCKOPOUTEIBHBIE COOOIIEHUS JTyYIle
urHopupoBaTb. OGBIYHO arpeccus npeKpaniaeTcs Ha HauajabHOW CTaJNu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMU, B COIIMAIBHBIX
CETSIX €CTh BO3MOKHOCThH OJIOKMPOBKH OTIIPABKH COOOIIIEHUN C OTIPE/ICTICHHBIX aJpECOB;

8. Ecmu 71l cBugerens kuOepOyuimHra. TBou AEHCTBUSA: BBICTYNHUTH IPOTUB
npeciaeaoBaTeis, NoKa3aTb €My, YTO €ro JIEUCTBUS OLIEHMBAIOTCS HETaTUBHO, MOJAEPXKATh
KEPTBY, KOTOPOM HY)KHA IICHXOJIOTHYECKasi IOMOIIb, COOOIIUTH B3pPOCIBIM O (hakTe
arpecCUBHOIO MOBEACHUS B CETH.

MooOuibHbIi TegaedoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHILETHI COJIEPKaT B ceOe BIOJHE B3POCIbIA (PYHKIIMOHAI, U
TENepb OHU MOTYT KOHKYPHUPOBATh CO CTAl[MOHAPHBIMU KOoMIbioTepaMu. OHAKO, CPEACTB
3aIUTHI 17151 TOJIOOHBIX YCTPOMCTB TTOKA OYEHb MaJIo.

TecTupoBaHHE U MOUCK YSI3BUMOCTEM B HUX MPOMCXOJMUT HE TaK MHTEHCUBHO, Kak s 11K,
TO JK€ CaMOe KacaeTcsi U MOOWIbHBIX TPUIIOKCHHM.



CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPAaKTHYEeCKH JOTHAJIM HACTOJIbHBIE aHaJIOTH,
OJIHAKO pacliupeHre (PyHKIHMOHANa BIEYET 3a COOON OOJIBIIYIO CI0XKHOCTh U MEHBIIYIO
3AIIMILEHHOCTD.

Jlaieko HEe BC€ TPOUZBOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUYECCKUE
YA3BUMOCTH I CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI JJI 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHA:
1. Huuero He siBisieTcs mo-HacTosieMy OecruiaTHbIM. byib ocTopoxeH, BeAb Korna Tede
npeaaararoT OeCIIaTHbII KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO TUIATHBIE YCIIYTH;

2. dymaii, npexzae uem otnpaBuTh SMS, doTo uiu Buneo. Thl TOUHO 3HAENIb, I1€ OHU OyAYT
B KOHEYHOM UTOTE?

3. Heo6xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

4. Ucnionb3yit aHTUBUPYCHBIEC IPOTPAMMBI JUISI MOOMIIBHBIX TeNe(hOHOB;

5. He 3arpy»xail npuIO;)K€HUSI OT HEU3BECTHOIO UCTOYHHUKA, BEJIb OHU MOTYT COAEPKATh
BPEIOHOCHOE NPOrpaMMHOE 00ECIICUEHHUE;

6. Ilocie TOoro Kak Thl BBIAELIb C caifTa, re BBOAWI JIMUHYIO HH(OpMAIUIO, 334 B
HACTpOMKU Opay3epa U yjaaim cookies;

7. llepuoanuecku MpoBEPsi KakKe TIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOI1 HOMEp MOOMIIBHOTO TeJIe(OHA TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpSICIIIb;

9. Bluetooth momkeH OBITH BBIKIIOUCH, KOTJIa Thl MM HE TToNb3yenibes. He 3a0biBaii nHOT 1A
IPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE  OHJIAWH-UTPbl  — 3TO  KPAaCOYHBIE, 3aXBaTbIBAIOLIME  PA3BJICUCHUS,
OOBEIUHSIONINE COTHU ThICSY YEJOBEK MO BceMy MHpY. WIrpoku HCClenyroT JaHHBIM UM
MHUp, OOIIAIOTCS APYyr C JPYroM, BBINOJHSIOT 3aJaHus, CpPa)XarTCs C MOHCTpaMH U
HOJYYaroT ONBIT. 3a yJIOBOJBCTBUE OHM IUIATAT: MOKYNAKOT TUCK, OIUIAYMBAIOT a0OHEMEHT
WIN IPUOOPETAIOT KAKUE-TO OIIUU.

Bce ot cpeacTBa UAYT HA NOOACPIKAHNUC U PA3BUTHUC UI'PBI, 4 TAKIKEC HA CaMy 0C€301aCHOCTb:

COBEPIICHCTBYIOTCSI CHCTEMBbI aBTOPHU3AllMH, BBIMYCKAIOTCS HOBbIE mMaTuu (LUGPOBBIE
3aIIaTKH JIJIsl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B HOI[O6HBIX HUIrpax CTOUT OIIACaTbCA HC CTOJIbKO CBOUX COIICPHHUKOB, CKOJIBKO KPa’XHu TBOCTO
mapoJisd, Ha KOTOpOM OCHOBAaHa CHUCTEMa aBTOPHU3AIIN OOJBIIMHCTBA urp.

OcHoOBHbBIE COBETHI 110 0€30MACHOCTH TBOEI0 HI'POBOI0 aKKayHTa:

1. Ecnu npyroit urpok BeaeT cedsl miIoXo Wik CO3/1aeT Tede HEMPUITHOCTH, 3a0JIOKUPYH €ro
B CIIMCKE UTPOKOB;

2. Ioxany¥iica aAMUHUCTPATOPAM UTPHI Ha IJI0XOE MOBEJICHUE 3TOT0 UTPOKA, KEJTATEIBHO
MPUJIOKUTH KAKUE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB,

3. He ykaspiBaii muuny1o nHGOpMaIuio B mpodaiiie urpol;

4. YBaxail Ipyrux y4aCTHUKOB 10 UI'PE;

5. He ycranapnuBaii Heo(puImaabHbIe TaTYU U MOJIBI,

6. Mcnosib3yi#l CIOKHBIE U Pa3HbIE MMAPOJIH;

7. J1axxe BO BpeMs UI'Pbl HE CTOUT OTKJItOYaTh aHTUBUPYC. [IoKka ThI Urpaems, TBOM
KOMIIBIOTEP MOI'YT 3apa3uTh.

OUIIUHT WM KPaKa JUYHBIX JaHHbBIX
OObBIYHOM Kpaskel ACHET U IOKyMEHTOB CETOAHS YK€ HUKOTO He YAUBUTIIb, HO C pa3BUTHEM

I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIUICHHUKKU IICPCMCCTUIINCh B HHTCPHCT, H IIPOIOJIZKAIOT
3aHUMAaThCS «JTIOOMMBIMY ACIIOM.

Tak mosBUiach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILMHT, TJaBHas ILEJb
KOTOPOI'0 COCTOUT B MOJIyYEHUH KOH(QUIECHUMAIBHBIX JAHHBIX MOJIb30BaTeNIeld — JIOTMHOB
u naposeii. Ha anrnuiickom si3pike phishing unrtaercs xak ¢umunr (ot fishing — peiOnas
JIOBJIs, password —maposn).

OcHoBHbIE cOBeTHI 0 00pbOe ¢ PUIINHTOM:

1. Cnemu 3a cBoMM akkayHTOM. Eciu ThI 10/103peBaeiib, 4TO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXO0IMMO 3a0JIOKUPOBATH €€ U COOOIIMTH aIMUHICTPATOPaM pecypca 00 3TOM Kak
MOXHO CKOpee;

2. Ucnionw3yit 6e30macHbie B€O-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3nHoOB ¥ TTIOMCKOBBIX
CHCTEM,

3. Ucnonp3yit cliokHBIE U pa3Hble Mapoiau. Takum o0pa3oM, eciid Te0st B3JIOMAIOT, TO

3JIOYMBIIUICHHUKH ITOJyYaT JIOCTYI TOJIBKO K OJHOMY TBOEMY IPO(HITIO B CETH, a HE KO
BCEM;

4. Eciin TeOs B3JIOMAJIU, TO HCO6XO,Z[I/IMO npeaynpcanuTb BCCX CBOUX 3HAKOMBIX, KOTOPHBIC



n00aBIIEHbI Y TE€OS B APY3bsIX, O TOM, UTO T€OS B3IOMAIH U, BO3MOXHO, OT TBOETO UMEHU
OyIeT pacchuIaThCs CIlaM M CChIJIKH Ha (DUITMHTOBBIC CANUTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIII0YH cOXpaHEHHE Mapodsi B Opaysepe;

7. He oTkpbiBaii (haiisibl U Apyrue BIOKEHUS B MUChbMaX Ja)e €CJIM OHU MPUIILIA OT TBOUX
Ipy3eu.

Jlyudriie yTO4HH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paiiibr;

udposasi penyranus

[udposas penyTtanus - 3T0 HETATUBHAS WM TO3UTUBHASI HH(POPMAIIHSI B CETH O TeOe.
KommnpomeTupytromas nadopmaiivs pa3MeinieHHas B FHTEPHETE MOXKET CEPhEe3HBIM 00pa3oM
OTpa3uThCS Ha TBOCH peabHOU KU3HU.

«Iudposas pemyrauus» - 3T0 TBOM UMUK, KOTOPBIA popMupyercst u3 uHpopMaluu o tede
B UHTEpHETE.

TBOe MecTO )KUTENbCTBA, y4eObl, TBOE (DMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KHUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moapoOCTKH JIETKOMBICJIEHHO OTHOCSTCA K IMyOJIMKalMKM JIMYHOW WHGOpMaluu B
HNuTepHere, HE MOHKMMAsT BO3MOKHBIX IOCIEACTBUM. ThI Ja)ke HE CMOXKEIIb JOTafaTbCsi O
TOM, 4TO (hoTorpadus, pa3MerieHHas S JIeT Ha3a/l, cTajla MPUYMHON OTKa3a MPUHATH TeOs Ha
pabory.

Kommenrtapuu, pasmernienre TBoux (ororpaduil U apyrue IeHCTBUS MOTYT HE MCUYE3HYTh
Jlake TMocJie TOro, Kak Thl UX yAaJWIlb. Thl HE 3Haellb, KTO COXpaHWI 3Ty MH(GOpPMAIIHIO,
IOIAJIa JIM OHA B IIOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIM OHA, @ JIaBHOE: YTO MOAYMAIOT O
TeOe OKpy:Karoliee JIF0AU, KOTOpble HAWAYT W YBUAAT 3T0. HailT uH(pOpManuio MHOTO JIeT
CIIyCTsI CMOXET JIF000N — Kak W3 JOOpBIX MOOYKICHH, TaK U C HAMEPECHHEM MPUINHUTH
Bpe. DTO MOXET OBITh KTO YTOHO.

OcHoBHBIE cOBeThI 0 3amuTe HMGPOBOIl penyTanum:

1. [Togymaii, mpesxxie 4eM 4To-TO MyOJIMKOBATh U TIEpe/laBaTh y ceOsi B O6JI0TE WU B
COLMAJIBHOMN

CETH;
2. B nactpoiikax nmpouiis yCTaHOBU OTpaHUYEHHS HA IPOCMOTP TBOETO MPODUIIL U €ro

COZEPKUMOT0, CIIEJIal €r0 TOJIBKO «IJIs IPY3Ei»;



3. He pa3memaii u He yka3biBail HH()OpMAIHIO, KOTOPAsi MOXKET KOT0-TM00 OCKOPOISTH WIH
OOMXKaTh.
ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOJbHUKH— aKTUBHBIE TOJIb30BaTelu HMUGPOBOro mpoctpanctBa. OJHAKO
JaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTMMH BO3MOXXHOCTSIMU LHU(PPOBOr0 MHUpa
TpeOyeT coO0/IeHUs MTPaB HAa MHTEIEKTYabHYI0 COOCTBEHHOCTb.

TepMuH «UHTEIIEKTYallbHasi COOCTBEHHOCTBY» OTHOCHUTCS K PAa3jUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yma, HayuHas C HOBBIX H300pPETeHH W 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha TPOAYKTHI M YCIYyI'M, W 3aKaH4YMBasi KHUTaMH, ¢oTorpadusimu,
KHHO(DHIEMaMH ¥ MY3bIKQJIBHBIMU MTPOU3BEICHUSMH.

ABTOpCKHE MpaBa — 3TO MpaBa Ha WMHTEUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha MPOU3BEACHUS
HAYKH, JINTEPATypPbl U UCKYCCTBA.

ABTOpCKHE npaBa BBICTYIIAIOT B KauecTBE rapaHTuu TOTO, 4TO
MHTEJUICKTYaJbHBIN/TBOPUECKU TPyl aBTOpa He OyAeT HampacHbIM, JacT €My
CIpaBeJIUBbIE BO3MOXXHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOErO TPyJda, IMOJIYYUTh
M3BECTHOCTh U MPU3HAHHUE.

Hukrto 06e3 paspemieHuss aBTopa HE MOXKET BOCHPOM3BOAMTH €ro MPOU3BEICHHE,
pacnpocTpaHsiTh, MyOJWYHO JIEMOHCTPHPOBATH, IMPOJIaBaTh, MMIIOPTUPOBATH, ITyCKaTh B
NpoKaT, MyOJIMYHO WCIONHATH, MOKa3bIBaTh/UCHOIHATH B d3(upe wWid pa3Menarbh B
WuTepuere. Mcnonp3oBaHNe «ITUPATCKOT0» MPOTPAMMHOTO 00eCTIeYeHUSI MOYKET IMPUBECTHU K
MHOTMM pHUCKaMm: OT IMOTepU MJAaHHBIX K TBOMM akKKayHTaMm JO OJIOKUPOBKH TBOETO
YCTPOMCTBA, IJIe YCTAHOBJIICHHBIN HE JierajabHas nporpamma. He ctout Takxke 3a0bIBaTh, 4TO
CYILIECTBYET JIeTajbHble U OeCIIaTHbIE TPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeTteBUYOK.p(h — TBOH TTIaBHBINM COBETUMK B CETU. 37I€Ch Tl MOXKEIIb Y3HATH O O€30MACHOCTH
B CETH MOHITHBIM U JOCTYIIHBIM A3bIKOM, a IIPU BO3HUKHOBEHUN KPUTUYECKON CUTYaLlUH
00paTUTHCS 32 COBETOM. A TaKXe NPUHSITh YHaCTUE B KOHKYpCaxX U CTaTh CaMbIM IIU(POBBIM
rpaKJaHUHOM



